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For Custodians - Health Information Act
Privacy Breach Notification Form

This form should be used by health custodians (Custodian) as defined under the Health Information Act (HIA) to notify the Information and Privacy Commissioner (Commissioner) of a privacy breach under the HIA and the Regulation (HIA Regulation).

In this document, a “privacy breach” or “breach” means an incident involving the loss of, unauthorized access to or unauthorized disclosure of individually identifying health information in the custody or under the control of a custodian where there is a risk of harm to an individual as a result of the loss, unauthorized access or unauthorized disclosure.

The notice to the Commissioner of a breach must:
be in writing in a form approved by the Commissioner, 
be made as soon as practicable, and 
include the information listed in section 8.2(2) of the HIA Regulation. 

Prior to completing this form, custodians should consider completing the HIA Breach Notification Assessment Tool to assist them in determining  if they are required to notify the Commissioner of the breach in question.

Free-text fields in this form have character limits. If you need to provide additional information, you may attach the information to this form to a maximum of 15 pages.

Upon completion, please submit the form to breachnotice@oipc.ab.ca.

This form is not for individuals. If you believe your personal information has been lost or improperly collected, used, disclosed, or accessed by a custodian go the main page of our website at www.oipc.ab.ca  and find “For the Public: Privacy/Correction Complaint” tile.

[bookmark: _Hlk199932133]If you are a public body or private sector organization that needs to report a breach, please navigate to “Report a Privacy Breach” on the OIPC website







	
Section A: Information of Custodian 

	

	Date of Notification
	                     
	Name of Custodian
	                                                                                                                           

	Custodian’s Mailing Address
	                     
	Custodian’s File Number (if applicable)
	                     

				
	Contact information for a person who can answer OIPC’s questions about the breach.

	Name
	                     
	Title/Position
	                     
	Mailing address
	                     
	Telephone number(s)
	                     
	Email
	                     


	Third party (e.g. a lawyer) notifying the Commissioner of the breach on behalf of the custodian (if applicable)

	Name of reporting entity
	                     
	Mailing address
	                     
	Name of contact person
	                     
	Title of contact person
	                     
	Telephone number(s)
	                     
	Email
	                     
	Relationship to the custodian (e.g. lawyer)
	                     
	Is the custodian aware of the breach?
	                     
	Has the custodian authorized the third party to notify the Commissioner on the custodian’s behalf? Please attach the authorization to report on behalf of the custodian or an explanation of your authorization. (For example, if you are a lawyer, is the authorization found in the agreement with the custodian?)
	                      



	

Section B: Breach Description

	1. Date on which or period of time within which the breach occurred
	                     
	2. Date on which the breach was discovered 
	                     
	3. The manner in which the breach was discovered 
	                     
	4. Physical location of the breach
	                     
	5. Date on which or period during which the breach ended
	                     
	6. Total number of affected individuals (or estimate if not yet known)
	                     







	7. The breach involved (select all that applies):

|_| Loss of individually identifying health information

|_| Unauthorized access to individually identifying health information

|_| Unauthorized disclosure of individually identifying health information
Some examples of situations where a loss of or unauthorized access to or disclosure of individually identifying health information occurred are as follows:
· A loss may occur where an employee misplaces files, loses a laptop containing individually identifying health information, or a binder is stolen that contains individually identifying health information.
· Unauthorized access may occur where a custodian’s computer system is hacked into by a hacker and individually identifying health information is accessed or when an employee accesses individually identifying health information for an unauthorized purpose (also referred to as snooping).
· Unauthorized disclosure may occur where individually identifying health information is sent to the wrong person in error.



	8. [bookmark: _Hlk203738358][bookmark: _Hlk203738381]Describe the circumstances of the breach including cause, how it was discovered and by whom.

Do not include individually identifying health information in your description.

This section is very important to determine whether a risk of harm will likely result due to the breach.  Provide an explanation of the cause of the breach, providing as much detail as possible.

Click or tap here to enter text.




























	Section C: Health Information Involved

	

	9. List the individually identifying health information involved in the breach. (Provide non-identifying description of the health information)

Health information means registration information (e.g. name, address, telephone number, personal health number, etc.), diagnostic, treatment and care information (e.g. lab test results, prescription information, surgery information, x-rays, consultation information, discharge summary, addiction information, etc.). The information must be health information, and it must be identifiable in nature. See Appendix A to this document for additional information.

Click or tap here to enter text.
















	Section D: Custody or Control

	

	10. Describe why you think the custodian had “custody or control” of the individually identifying health information that was involved in the breach. 
In paragraph 39 of Order F2016-64 custody or control refers to an enforceable right of an entity to possess a record or to obtain or demand it, if the record is not in its immediate possession. “Custody or control” also imparts the notion that a custodian has duties and rights in relation to a record, such as the duty to preserve or maintain records, or the right to destroy them. See Appendix A of this document for more information.

Click or tap here to enter text.

















	Section E: Harm

	

	11. Describe the harm (damage, detriment, or injury) that may occur to an affected individual as a result of the privacy breach. Do not include individually identifying information.
Examples of harm includes embarrassment, humiliation, damage to reputation or relationships, identity theft, hurt, psychological harm, etc.

Click or tap here to enter text.








	Section F: Assessment of Risk of Harm

	



	12. Describe the custodian’s assessment of why there is a “risk” of the harm identified in the previous section to an individual as a result of the loss, unauthorized access to or unauthorized disclosure of individually identifying health information.

The assessment of risk of harm must be conducted by the custodian. In assessing whether there is a risk of harm, section 8.1(1) of the HIA Regulation requires that a custodian consider each of the factors described in that section in addition to any other relevant factors. 

See the Appendix A “Assessment of Risk of Harm” for the factors set out in section 8.1(1) of the HIA Regulation.

Click or tap here to enter text.


























	[bookmark: _Hlk203736924]Section G: Risk Mitigation

	

	13. Describe the steps the custodian has taken or is intending to take to reduce the risk of harm to affected individual(s) as a result of the loss or unauthorized access to or unauthorized disclosure of individually identifying health information.

Some examples of risk mitigation could include counseling services for psychological harm, providing support to deal with embarrassment etc.

Click or tap here to enter text.















	14. Describe the steps the custodian has taken or is intending to take to reduce the risk of a future loss or unauthorized access to or unauthorized disclosure of individually identifying health information.

Click or tap here to enter text.




















	[bookmark: _Hlk197082546]
Section H: Notice to Affected Individuals

	

	15. Have all affected individuals been notified in writing and in accordance with s.8.2(4) of the HIA Regulation?

|_| Yes (Attach a non-identifying copy of the notice.)

Notification Date: Enter date

|_| In Progress 

|_| No (If section 60.1(5) of the HIA applies, please fill out Appendix B and attach to this form). 

Section 60.1(5) of the HIA states that if a custodian considers that giving notice under 60.1(2) to an individual who is the subject of individually identifying health information could reasonably be expected to result in a risk of harm to the individual’s mental or physical health, the custodian may decide not to give notice to the individual, in which case the custodian must immediately give notice to the Commissioner of the decision not to give notice to the individual, and the reasons for the decision in accordance with the HIA Regulation.

If your response is ‘In Progress’, provide an explanation on why notification has not been completed for all affected individuals, identify the number of individuals who have been notified thus far and provide a date by which you intend to notify the rest of the affected individuals.

Click or tap here to enter text.








Date: Enter date



[bookmark: _Hlk203736825]
	16. Identify the manner the custodian used or intends to use to provide written notice to affected individuals of the privacy breach pursuant to section 103(a), (b) and (d) of HIA.

The only authorized manners for providing notice to an affected individual of a privacy breach where there is a risk of harm are those listed in section 103 of HIA and as listed in questions 16 and 17 of this form.

Select all that applies

|_| By prepaid mail to the last known address of the affected individual(s)

|_| By personal service

|_| In electronic form (e.g. email or fax.)





	17. [bookmark: _Hlk203736876]Does the custodian intend to provide notice by substitutional service pursuant to section 103(c) of HIA?

|_| Yes (Any substitutional service must be authorized by the Commissioner).

|_| No 

If yes, please describe the method(s) of the substitutional service and provide reasons for using substitutional service and the method(s) selected which will be provided to the Commissioner or a delegate for a decision:

Click or tap here to enter text.























	
Section I: Notice to Minister

	

	18. Has the Minister been notified in writing pursuant to section 60.1(2)(c) of HIA and section 8.2(3) of HIA Regulation?

|_| Yes 

|_| In Progress 

|_| No 










	
Section J: Additional Relevant Information Regarding the Privacy Breach

	

	19. Has the breach been reported to law enforcement or other authorities?

|_| Yes (Provide the name of the entity and the date it was reported.)

|_| No

Name of entity: Click or tap here to enter text.

Date reported:  Enter date








	20. [bookmark: _Hlk204606238]Provide any additional relevant information about the breach. 

Click or tap here to enter text.



	Submitting Breach Notice to the Commissioner

	



Custodians are required to notify the Commissioner of a reportable privacy breach under the HIA as soon as practicable.
Please submit the completed HIA Privacy Breach Notification Form (without Appendix A and only if Appendix B applies) to breachnotice@oipc.ab.ca. 
If you are unable to submit the form by email, you can submit it to:   
Office of the Information and Privacy Commissioner of Alberta 
410-9925 109 Street NW
Edmonton AB T5K 2J8

For more information about privacy breaches, visit https://www.oipc.ab.ca – “Report a Privacy Breach” tile on the main page.

Appendix A
Health Information
Health information is information in the custody or under the control of a custodian, which was collected by the custodian for the purpose of providing health service to the individual who is the subject of the information. 

Pursuant to section 1(1)(k) of the HIA, health information means one or both of the following:
· diagnostic, treatment and care information (e.g. lab results, x-ray image, prescription information, etc.);
· registration information (e.g. name, date of birth, PHN, address, marital status, etc.)

Pursuant to section 1(1)(m) of the HIA, health service means a service that is provided to an individual for any of the following purposes:
· protecting, promoting or maintaining physical and mental health;
· preventing illness;
· diagnosing and treating illness;
· rehabilitation;
· caring for the health needs of the ill, disabled, injured or dying;
· but does not include a service excluded by the regulations.

Custody or Control
· Order F2016-64, issued by the OIPC, sets out the criteria for determining whether a public body has custody or control:
· [para 39], The phrase “custody or control” refers to an enforceable right of an entity to possess a record or to obtain or demand it, if the record is not in its immediate possession. “Custody or control” also imparts the notion that a public body has duties and rights in relation to a record, such as the duty to preserve or maintain records, or the right to destroy them.
· [para 40]: Previous orders of this office have considered a non-exhaustive list of factors compiled from previous orders of this office and across Canada when answering the question of whether a public body has custody or control of a record. In Order F2008-023, the Adjudicator set out and considered the following factors to determine whether a public body had custody or control over records:
· Was the record created by an officer or employee of the public body?
· What use did the creator intend to make of the record?
· Does the public body have possession of the record either because it has been voluntarily provided by the creator or pursuant to a mandatory statutory or employment requirement?
· If the public body does not have possession of the record, is it being held by an officer or employee of the public body for the purposes of his or her duties as an officer or employee?
· Does the public body have a right to possession of the record? Does the content of the record relate to the public body’s mandate and functions?
· Does the public body have the authority to regulate the record’s use?
· To what extent has the record been relied upon by the public body?
· How closely is the record integrated with other records held by the public body?
· Does the public body have the authority to dispose of the record?
· [para 41]: Not every factor is determinative, or relevant, to the issues of custody or control in a given case. Custody or control may be determined by the presence of only one factor. If it can be said, after consideration of the factors, that a public body has an enforceable right to possess records or obtain or demand them from someone else, and has duties in relation to them, such as preserving them, it follows that the public body would have control or custody over the records
· For example, information is in the custody and control of a custodian if the information is stored on a server or file cabinet owned by the custodian in the custodian’s premises. If a custodian contracts a storage company to store health information on behalf of the custodian or uses an electronic medical record (EMR) hosted by a third party, the custodian does not have physical custody of the information but maintains control over the information by virtue of an agreement with the storage or third party EMR company.

Example of common privacy breaches
Privacy breaches occur in a number of ways. Human errors and malicious actions by threat actors can cause privacy breaches. A cybersecurity incident such as a ransomware or phishing attack may lead to privacy breach if identifying information is lost, accessed or disclosed as a result of the incident.  Some common privacy breaches that have been reported to the Commissioner include:
· Loss or theft of unencrypted mobile devices (e.g. laptops, USB sticks or hard drives) containing identifying information.
· Misdirected communications (via email, fax or mail) containing identifying information.
· Snooping (unauthorized access to) of patient or customer records by employees (authorized users).
· Ransomware attacks resulting in exfiltration of identifying information from a computer system and/or the encryption of the information within the compromised systems thereby preventing authorized users for accessing the information.
· Insecurely disposing of paper records containing identifying information by putting the records in a dumpster. 
· Disposing computer systems or storage media without first securely removing identifying information stored in them.
· Stolen paper records containing identifying information following a break-in into an office, employee’s vehicle or a storage facility.
· Break-in into a record storage faciality where paper records containing identifying information may not be stolen but accessed by the unauthorized individuals.
· Inadvertent exposure of identifying information over the internet due to system misconfiguration.

Assessment of risk of harm
Pursuant to section 8.1(1) of the Health Information Regulation, in assessing under section 60.1(4) of the Act whether there is a risk of harm to an individual as a result of a loss of or an unauthorized access to or disclosure of individually identifying health information, a custodian must consider each of the following factors in addition to any other relevant factors:
(a)    whether there is a reasonable basis to believe that the information has been or may be accessed by or disclosed to a person;
(b)    whether there is a reasonable basis to believe that the information has been misused or will be misused;
 (c)    whether there is a reasonable basis to believe that the information could be used for the purpose of identity theft or to commit fraud;
(d)    whether there is a reasonable basis to believe that the information is of a type that could cause embarrassment or physical, mental or financial harm to or damage the reputation of the individual who is the subject of the information;
 (e)   whether there is a reasonable basis to believe that the loss of or unauthorized access to or disclosure of the information has adversely affected or will adversely affect the provision of a health service to the individual who is the subject of the information;
(f)    in the case of electronic information, whether the custodian is able to demonstrate that the information was encrypted or otherwise secured in a manner that would
(i)    prevent the information from being accessed by a person who is not authorized to access the information, or
(ii)    render the information unintelligible by a person who is not authorized to access the information;
(g)    in the case of a loss of information, whether the custodian is able to demonstrate that the information was lost in circumstances in which the information was 
 (i)    destroyed, or
 (ii)    rendered inaccessible or unintelligible;
(h)    in the case of a loss of information that is subsequently recovered by the custodian, whether the custodian can demonstrate that the information was not accessed before it was recovered;
(i)    in the case of an unauthorized access to or disclosure of information, whether the custodian is able to demonstrate that the only person who accessed the information or to whom the information was disclosed
(i)    is a custodian or an affiliate,
(ii)    is subject to confidentiality policies and procedures that meet the requirements of section 60 of the Act,
(iii)    accessed the information in a manner that is in accordance with the person’s duties as a custodian or affiliate and not for an improper purpose, and
 (iv)    did not use or disclose the information except in determining that the information was accessed by or disclosed to the person in error and in taking any steps reasonably necessary to address the unauthorized access or disclosure.

[bookmark: sec8.1subsec2](2)  If a custodian is able to demonstrate that a circumstance set out in subsection (1)(f) to (i) applies in the case of a loss of or unauthorized access to or disclosure of individually identifying health information, the custodian is not required to give notice of the loss or unauthorized access or disclosure under section 60.1(2) of the Act.
Note: Lack of evidence of unauthorized access to or disclosure of identifying information following a system compromise by a threat actor is not enough to conclude that there does not exist a risk of harm to an affected individual. Rather, such a conclusion should be drawn based on evidence indicating that there was no unauthorized access to or disclosure of the identifying information in this circumstance. 

Mitigating Factors

Some mitigating factors that may lead to No Risk of Harm include:

· [bookmark: _Hlk200719856]A stolen mobile device containing identifying information was encrypted with an industry standard cryptographic algorithm and the encryption key had not been stolen with the device.
· A stolen mobile device containing identifying information was remotely wiped prior to it being accessed.
· A misdirected communication, email or fax, containing identifying information was reported by the individual who received the communication in error. In addition, the individual confirmed that the information has been destroyed and has not been disclosed further.
· Identifying information that was lost was recovered or returned and there was no malicious intent involved. For instance, a flash drive containing identifying information was lost and later recovered and there is evidence that the identifying information contained in the flash drive was not accessed.




Appendix B


	Notice to Commissioner on Decision Not to Give Notice of Privacy Breach to Individual(s)

	



	[bookmark: _Hlk203737091]
Section 60.1(5) of the HIA states that if a custodian considers that giving notice under 60.1(2) to an individual who is the subject of individually identifying health information could reasonably be expected to result in a risk of harm to the individual’s mental or physical health, the custodian may decide not to give notice to the individual, in which case the custodian must immediately give notice to the Commissioner of the decision not to give notice to the individual, and the reasons for the decision in accordance with the HIA Regulation.

Note that this section does not apply to individuals who are not the subject of the information in question. For example, this section does not apply to an employee who accessed individually identifying health information without authority.



	1. What is the total number, or if the number cannot be determined, an estimate of the total number, of individuals that the custodian expects not to give notice to on the basis of section 60.1(5) of the HIA?

Click or tap here to enter text.




	2. What is the custodian’s reason(s) for the decision NOT to notify an affected individual of the loss of, unauthorized access to or unauthorized disclosure of the individual’s health information?

Section 60.1(5) identifies specific circumstances under which a custodian may not give notice to an individual who has been affected by a privacy breach as listed below.

Select all that applies 

|_| The notice could reasonably be expected to result in a risk of harm to the individual’s mental health  

|_| The notice could reasonably be expected to result in a risk of harm to the individual’s physical
       health

Provide reasons for the custodian’s decision:

Click or tap here to enter text.














	3. Was the risk of harm assessment to an individual’s mental or physical health made or assessed by a qualified health care professional?

|_| Yes

|_| No (the risk of harm assessment to an individual’s mental or physical health must be assessed by a qualified 
             health care professional)
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